Attack timeline

Phase

User(10.1.41.102) visits a

suspicious website

Malicious page is delivered

Hidden redirection

Exploitkits activates

Malicous .exe file is

downloaded

Malware activates( Sharik /

Smoke C2 beacon)

C2 communication continues

Details

The user makes an HTTP GET
request to a suspicious URL

address

The HTML page contains a hidden
iframe and javascript that

performs a silent redirect

A concealed iframe + javascript
redirect the user to a new page

without their knowledge

RIG EK and SunDown EK activate
and start probing the system while
attempting exploits. Exploitkits
found an outdated flashversion in

browser.

The server delivers a malicious
.exe file (application/x-

msdownload) to the user

The malware establishes a
connection to its C2-server. The
browser performs a DNS query for

the letitbit.su domain

The victim communicates with the
C2 server over an encrypted

channel.

Indicator

HTTP GET

HTTP 200 OK

HTTP Redirect to exploit

kit page

GET /POST

HTTP/1.1200 OK

DNS Query

HTTP Encrypted

IP / Domain

http://datitngforllives.info

http://datitngforllives.info

freebitc.pro » 185.56.233.186

185.178.47.70(Russia)

185.178.47.70(Russia)

letitbit.su ~>

185.68.93.192( Bulgaria)

185.68.93.192(Bulgaria)


http://datitngforllives.info/
http://datitngforllives.info/
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http://datitngforllives.info/

Proof of findings

Kibana

Overview of Alerts in Kibana.

‘Sacurmy Onson - Alers Ower Tine

Count

Secuity Bekon - baatination Pors

| DCERPE | 0
ETP | HTTP | ntsl | 1RC | Kerba

NTLM | PE | RADWS | RDS

BEmastamp por 33 minaes
Sacurty Gnien - Destination Perts SecurmyCrdsn - DIE - Respsnts C

5 6

Highlighted rows shows two files in Kibana that VirusTotal flagged as malicious.
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Virustotal

Found 2 files flagged as malicious. Both are Trojan-malwares, but the second is categorized as
phishing-type threat. The SHA-1 hashes of the above images, when checked on VirusTotal.



Security Onion

Picture of SO Alert page showing the whole attack.
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SO image of Sharik/Smoke C2-beacon.
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SO image of exploit kit RIG EK.
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