
Hi Mr. Cobblepot,

Based on my analysis of the cyber threat event, i have gathered some info.

A workstation(internal host 192.168.1.96) within the corporate network has been confirmed 

to be compromised by a multi-stage malware infection involving Pushdo and a Gozi 

component. The system has engaged in unauthorized external communications, including 

contact with known command-and-control(C2) infrastructure, attempts to exfiltrate data and 

repeated efforts to download additional malicious payloads from untrusted external servers. 

The observed activity indicates that the host has become part of  a botnet and is active in 

malicious operations outside the organizations control.

This is a significant security breach and these are the immediate recommendations:

Isolate and forensically assess the affected host
Block identified malicious infrastructure and review network exposure

Below is more information about the case.

 Analyzing the intrusion

Proof of findings

Security Onion

Picture of SO Alert page showing the whole attack.



SO image of .exe-file downloaded HTTP

SO image of Pushdo/Cutwail botnet(backdoor) activity detected

SO image of AnubisNetworks sinkhole activity

SO image  of JA3 fingerprint Gozi malware.



Kibana

Overview of Alerts in Kibana. 

Kibana’s network traffic overview.

Kibana image of malicious files.

Wireshark

Wireshark image of http/1.1 filter showing GET of malicious files and botnet/c2 activity



SSL Blacklist

Picture of  Gozi malware’s JA3 fingerprint

Table of IP-addresses



IP-address AbuseIPdb Country Domain Details

119.28.70.207 no Hong Kong
tencent.com

...

143.95.151.192 no
United States of 

America

vantagepointtechnol

ogies.com
...

145.131.10.21 no Netherlands argeweb.nl ...

       62.210.140.158 no France scaleway.com C2-Server

       208.83.223.34 no
 United States of 

America 
appliedops.net Possible Gozi

       212.61.180.100 no  Netherlands claranet.com 
AnubisNetworks 

Sinkhole Cookie 

 Table of malicious files and VirusTotal analysis

Filename Source IP
Destination 

IP
Details

SHA1-
hashvalue

Virustotal 
PoC

wp.exe 192.168.1.96 143.95.151.192
Trojan-

Ransomware

93aa24323d60b

2b053e158abf5a

3e839f5ea58ae

Picture 1

trow.exe(Pe

dals.exe)
192.168.1.96 145.131.10.21 Trojan-Dropper

55e512ebfe4f3a

08a66c3550050

6837ad2c473c8

Picture 2

gerv.gun 192.168.1.96 119.28.70.207
Trojan-Banker-

Ransomware

2426f45f9dd854

08e445710666a

d41ce219e7146

Picture 3

Picture 1.



Picture 2.



Picture 3.



Tools

Used tools in a list:

Wireshark
Security Onion
Kibana
Virustotal
Canva
ChatGPT(Summarize text and analyze alert messages)
AbuseDB
SSL Blacklist
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