Hi Mr. Cobblepot,
Based on my analysis of the cyber threat event, i have gathered some info.

A workstation(internal host 192.168.1.96) within the corporate network has been confirmed
to be compromised by a multi-stage malware infection involving Pushdo and a Gozi
component. The system has engaged in unauthorized external communications, including
contact with known command-and-control(C2) infrastructure, attempts to exfiltrate data and
repeated efforts to download additional malicious payloads from untrusted external servers.
The observed activity indicates that the host has become part of a botnet and is active in
malicious operations outside the organizations control.

This is a significant security breach and these are the immediate recommendations:

e Isolate and forensically assess the affected host
e Block identified malicious infrastructure and review network exposure

Below is more information about the case.
Analyzing the intrusion
Timeline of Malware Infection on Host 192.168.1.96

19:44:32

=+ The hostinitisted an encrypted HTTPS
connection to 208.83.223.34,
» Traffic matches a JA3 fingerprint associated

19:44:13

* The host received responses from
21261180000 setting cookies [snkz and bist)
used by ratware sinkholes to track infected

19:43:52

+ The host downloaded suspicious files
(trow.exe) from 1451310021 and wp.exe from
1395151192

» The host queried the suspicious domain
www.udesign biz, kely atternpting to contact
i ahware inf receive

Instructicns.

19:44.:01

+ The host checked its public IP address twice
via YD oRendns.com, 8 Commen step
malware uses 1o prepare communication with
attackers.

« At the same time, the host performed a
Pughdo botnet check=in, signaling that itis
row controlled by mahwane,

19:38:34

= The host downloaded & Windows program
(EXE/DLL) from an extemnal server
[119.28.70.207).

= This wis done over unencrypted HTTP and
using & scripted method, which is suspicious
behavior often linked to malware.

Proof of findings

Security Onion

machines.

19:44.04

» The host received a response from a Pushdo
C2 sarver (62.210.140.158), confirming active
malware command-and-control
communication.

+ The host repeatedty queried alexpope.biz. o
domain commonky used by malware.

= This confinms ongoing malicious activity and
persistence of the infection,

Picture of SO Alert page showing the whole attack.

with Gozi mabware, indicating possible
encrypted malware communication or data
theft.

@

19:44:19

= The hest made a binary POST request to
bount.com.tw, consistent with malware
sending information or recelving instructions
from a command-and-contral server,



Q

+w Ungroup

4 Timestamp » ) &
2022-06-2T 22:368:34.536 +03:00
2022-06-27 22:38:34.536 +03:00
2022-06-27 22:38:34.536 +03:00
2022-06-27 22:43:52.889 +03:00
2022-06-27 22:43:54.162 +03:00
2022-06-27 22:43:54.212 +03:00
2022-06-27 22:44:01 439 +03:00
2022-06-27 22:44:01 459 +03:00
2022-06-27 22:44:01 462 +03:00
2022-06-27 22:44:02.559 +03:00
2022-06-27 22:44204 465 +03:00
2022-06-2T 22:44:11.814 +03:00
2022-06-27 22:44:13.089 +03:00
20220627 22:44:13.804 +05:00
2072-06-27 22:44:13.804 +03:00
2022-06-27 22:44:18.108 +03:00
2022-06-27 22:44:19.021 +03:00
20020627 22:44:32.873 +03:00
2022-06-27 22:44:32.944 +03:00

2022-06-27 22:44:40.578 +03:00

Options

4 event.dataset b
suricata.alert
suricata.alert
suricata alert
suricataalert
suricatn alert
suricata alert
Suricalidlert
suricataabert
suricataalert
suricataalert
suricata.alert
suricata.alert
suricata alert
suricata.alert
suricata.alert
suricata alert
suricataalert
suricatn alert
suricata alert

suricata.alert

4 ndename » @
ET INFO PE EXE or DLL Windows file download HTTP
ET INFO WinHitpRequest Downloading EXE
ET INFO Packed Execulable Download

ET INFO PE EXE or DLL Windows file download HTTP

ET MALWARE Terse alphanumeric execulable dewnloader high xelihood of being hostile

ET INFO PE EXE or DLL Windows file download HTTP

ET INFO Extemal IP Lookip Domain (Miyip opendns .com in DNS lookip)

ET INFO External IP Lookup Domain (mylp .opendns .com in DNS lookup)

ET MALWARE Backdoor. Win32.Pushdo.s Checkin

ET INFO Observed DNS Query 1o biz TLD

ET MALWARE Pushdo.S CnC response

ET INFO Observed DNS Query to biz TLD

ET INFO Observed DNS Query to biz TLD

ET MALWARE Possible Compromised Host AnubisNetworks Sinkhole Cookie Value Snkz
ET MALWARE Possible Compromised Host AnubisNetworks Sinkhole Cookie Value bist
ET INFO Observed DNS Query o .biz TLD

ET INFO HTTF Reguest 1o a *.tw domain

ET JAJ Hash - [Abuse ch] Possible Gozi

ET INFO TLE possible TOR SSL traffic

ET INFO HTTP Request io a *.tw domain

Q

+ Ungroup

4 Timestamp b ) &

220627 22:38.34.536 +03:00

4 oventdataset » @

suricata alert

- 2022/06/26 12:01:50 AM - 2022/06/28 12:01:50 AM

A rumname » @ 4 everilsoverity_label » @

ET INFO PE EXE or DLL Windows file download HTTP high

119.28.70.207

medium

high

high
high
medium
medium
lewr

lowr

o sourceip » @

BOD

4 Timostamp » @ &

2022406-27 F2-44001.462 +03:00

4 oventdataset » @

swicata.alert

o nbaname b @ 4 eveslseverity_label » @

ET MALWARE Backdoor. Win32.Pushdo.s Checkin high

4 wareeip » D

192.168.1.96

lierns per page: 50

49200

4 Timestamp b i &

2023406-27 724413804 +03:00

ks sinkhole activity

4 eventdataset »

suricata. slert

4 riemame b

ET MALWARE jorks Sinkhole Cookie Value Snkx

SO image of JA3 fingerprint Gozi malware.

4 Timestsmp b ) &

P022-06-27 22:44:32 873 +03200

4 avestdstiset b @

suricataalert

4 rlanaime b 4 svenlsevarity_label » )

ET JA3 Hash - [Abuse.ch] Possible Gozi low 192.168.1.96

4 sourcaip b @

liems per page:

4 swvenbseverity_label » @)

high

Hems per page: | 50

4 sourcepart b @

49932

lems per page: | 50

4 sourca.port b @

4 sourcapert b D

50

Total Found: 20

4 sourcelp ¢ @
19.28.70.207
119.28.70.207
119.238.70.207
145.131.10.21
192.168.1.96
143.95.151.192
192.168.1.96
152.168.1.96
192.168.1.96
192.168,1.96
62.210.140.158
192.168.1.96
192.168.1.96
212.61.180.100
212.61.180.100
192.168.1.96
192.168.1.96
192.168.1.96
208.83.223 34

152.168.1.96

1-200f 20

4 destination.ip » @

192.168.1.96 49184

4 destinationip » @

96.82.200.1 80

4 sourceip b @

212.61.180.100

4 destinaticniy » @

208.83.223.34

REFRESH ¥

4 destination por

4 destination port »



Kibana

Overview of Alerts in Kibana.

Asdpanel  E3 AddfromBbrary == Controls

Sacurity Onion - AartDats ‘Sacuriey Ondon - Alarts - Coumt Securiy Clon - Alars Ovar Tima

Home
Modules
Playbook
Suricata

Moaule

BIFO Obsenvmd DHS Quary o biz TLD suricatn
BNFD PE EXE or DLL Windows fi downioad HTTP suricatn
BIFD Extermal IP Lockup Domain [myip opendns .com in ONS lookup)  suricata
BIFO HTTP Request to & % tw domain sericatn
BUFD Packid Exectitablo Downiond sericatn
BIFO TLS possiole TOR 554 traffic sericatn
BIFO Winhiizpfequest Downloading EXE sericatn
A3 Hash - [Abse.ch] Possios Gozi sericat
MALWARE Bckisoor Win32 Peshcs § Chckin sericaty

MALWARF Pogsibie Compeomised Host AnubisNatworks Sinkhole Co... suricha

]
Becurty Gekon - Ruke - Categary Sacurity Gnien - Source s
Expert Y Expert

Eatagory Soarce B

Security Gelon - Bevtination P Sacuriry Gnkon - Beatination Perts
& Expart (= TR

Dessination IP Destination Port

Potentislly Bad Tratfic 192.168.1.96

Misc activity 119.28.70.207

Petantisl Corporate Privacy Viels tio 212.61.180.100
LY T p—— 82.210.140.158
Davice Rutrieieg Extarnal 1P Address Datected 143.05.151.182

Malwace Comemuesd y Dtected 145.131.10.21

Bacurty Didon « A1 Logt

Datassts

Cannactions | DCEIRPG | DHCP

DNE3 | DNS | FTE | KITP | Intel | IRC | Kerberes

Mecanys | MySQL | MTLM | BE | RADIUS | BDP | BER | SIB
SMB | SMTE | SHME | 55H | 551 | Syslog | Tunnets | X.508

Eacurty Ondon - Datasst
Export

Datasst

192.168.1.96
192.188.1.1
104.27.150.922
208.67.222.222
06.82.200.1

143.85.151192

Swcurity Ordon - Top Network Brotaests

Cestination I

o6k conn
zeek.dne 119.20.70.207
ek fie 212.81.180.100
zeekhitip 543 62.210.140.158
suricata alert 51182
200k dpd 1311021
200k weird B3.323.34
ook software

zeekpe

ek

Rows per page: 10 -

3 cocuments

rimastang.

£ dessnationip & Mie.mime,type

splication/x

Wireshark

5.151.192 application/x-dosere

192.168.1.1
162988, 255
2240.0.252

2134863316

2191221240
82208100253
5212833
512020075

185.22.232.178

s pae page: 10

* ot © hashshal

F {20t | SWrmeOMEFL $30a7437I04B6TbSTR1 Sab SalemI9  Seasha

MATTaEICATIED

Wireshark image of http/1.1 filter showing GET of malicious files and botnet/c2 activity

Sort fekds




[ W [http.request. version == "HTTR/L.1"

e, Time Source Destination Protocel  Length Info
6 2822-86-27 22:38:32.652026 192.168.1.96 119.28.78.207 HTTP 238 GET fgerv.gun HTTP/1.1
298 2822-86-27 22:43:50.222947 192.168.1.96 119.28.78.2087 HTTP 568 POST fauth/ajax/847598782/ Ymin=data HTTP/1.1 (application/x-www-form-urlencoded)
304 2622-86-27 22:43:51.87918@ 192.168.1.96 115.28.70.287 HTTP 662 POST fauth/min/828949448/ HTTP/1.1 (applLcationf’x-mm-for‘m—ur‘lencoded]
313 2022-86-27 22:43:52.243381 192.168.1.96 145.131.16.21 HTTP 208 GET foud/trow.exe HTTR/1.1
667 2822-86-27 22:43:54.128133 192.168.1.96 143.95.151.192 HTTP 282 GET /wp.exe HTTP/1.1
B66 2822-86-27 22:43:58.714716 192.168.1.96 59.186.164.238 HTTP 169 GET /img/t64.bin HTTR/1.1
1423 2622-96-27 12:44:91.381384 192.168.1.96 198.1.85.250 HTTP 881 POST / HTTR/1.1
1427 2022-06-27 22:44:01.389770 192.168.1.96 96.82.200.1 HTTP 857 POST / HTTR/1.1
1436 2822-86-27 22:44:01.481248 192.168.1.96 64.125.133.18 HTTP 848 POST [ HTTR/1.1
1439 2922-06-27 22:44:91.410587 192.168.1.96 184.168.47.225 HTTP 89@ POST / HTTR/1.1
1468 2022-26-27 22:44:91.461139 192.168.1.96 148.251.33.194 HTTP 849 POST / HTTR/1.1
1471 2022-06-27 22:44:01.473367 192.168.1.96 £0.74.154.6 HTTP BE1 POST / HTTP/1.1
1476 2822-06-27 22:44:91.478889 192.168.1.96 £$2.281.61.238 HTTP 899 POST / HTTR/1.1
1481 2022-06-27 22:44:01.485102 192.168.1.96 64,125.133.18 HTTP 848 POST / HTTR/1.1
1489 2822-06-27 22:44:91.492948@ 192.168.1.96 193,77.149.5 HTTP 869 POST / HTTP/1.1
1492 2622-06-27 22:44:01.495129 192.168.1.96 218.188.261.166 HTTP 873 POST /[ HTTR/1.1
1572 2822-06-27 22:44:01.652862 192.168.1.96 219.122.1.248 HTTP 869 POST / HTTP/1.1
ACOE ABAN A AT AT 4AiAT CEATIA 1AA 1SS T A in3 97 tan wrrn ccn mneT & wTTaer 1

SSL Blacklist

Picture of Gozi malware’s JA3 fingerprint

SSL blacklist

o ABUSE®™ | (3 aparmiavs

print / Browse

JA3 Fingerprints

You can find further information about the JA3 fingerprint c201b92f8b483fa388be174d6689f534, including the corresponding malware samples as well as the

associated botnet C&Cs.

Database Entry

JA3 Fingerprint:
First seen:

Last seen:

Status:

Malware samples:
Destination IPs:
Malware:

Listing date:

Malware Samples

JA3 Fingerprints

c201b9218b483fa388be 174466891534
2018-03-12 13:43:52 UTC

2021-01-28 06:17:06 UTC

Blacklisted
68
1555

2018-11-14 00:00:00

The table below documents all malware samples associated with this JA3 Fingerprint.

Timestamp (UTC)

2025-09-06 03:56:54
2025-09-03 01:35:52
2025-09-02 22:44:21
2025-08-31 04:46:45
2025-08-20 08:04:45

2025-08-20 05:43:57

Malware Sample (MD5 hash)
42e3fe07{3bdfd6db7079c45036fdB28
d92114533145be94bf0a1f02f84a1c25
d223acTfb64bb44a543bca3b0difdadd
B4cebc634d80ac265d02cfb097558cd7
e26a6e2a00b757d7b6T069787274ffb2

cfd6b93939d1702ebedb2c6470a32e59

Table of IP-addresses

VT
n/a
n/a
nja
nfa
n/a

n/a

Botnet C&C (IP:port)
171.25.193.9:80
193.23.244.244:443
193.23.244.244:443
193.23.244.244:443
171.25.193.9:80

193.23.244.244:443



IP-address

119.28.70.207

143.95.151.192

145131.10.21

62.210.140.158

208.83.223.34

212.61.180.100

AbuselPdb

no

no

no

no

no

no

Country

Hong Kong

United States of

America

Netherlands

France

United States of

America

Netherlands

Domain

tencent.com

vantagepointtechnol

ogies.com

argeweb.nl

scaleway.com

appliedops.net

claranet.com

Table of malicious files and VirusTotal analysis

Filename

wp.exe

trow.exe(Pe
dals.exe)

gerv.gun

Picture 1.

Source IP

192.168.1.96

192.168.1.96

192.168.1.96

Destination Detail SHA1-
etaits
IP hashvalue
93aa24323d60b
Trojan-
143.95.151.192 2b053e158abf5a
Ransomware
3e839fbeab8ae
55e512ebfe4f3a
145.131.10.21 Trojan-Dropper
08a66¢c3550050
6837ad2c473c8
2426f45f9dd854
Trojan-Banker-
119.28.70.207 08e445710666a
Ransomware
d41ce219e7146

Details

C2-Server

Possible Gozi

AnubisNetworks
Sinkhole Cookie

Virustotal
PoC

Picture 1

Picture 2

Picture 3



DETAILS

Join our Community and e

Popular threat label

Security vendors' analysis
AhnLab-V3
Alicloud
Antiy-AVL
Arctic Wolf
AVG
BitDefen
CrowdStrike
Cynet
Drweb
Emsisoft
ESET-NOD32

GData

Picture 2.

T9d503165d32176842fe386d96c04fbT0MGCe 1cBad48583TI5TE4929Te625ea48

wp.exe

spreader

RELATIONS

self-delete

BEHAVIOR

cormupt persistence

COMMUNITY 8

reat categories

checks-user-input

trojan

checks-opu-name

0 automate checks.

FANSOMWare

Alibaba

Arcabit

Avast

Avira (ne cloud)

Bkav Pro

Elastic

eScan

Fortinet

Google

long-sleeps

' Reanalyze = Similar -~  More

F3

T days ago

300.50 KB

malware  detect-debug-environment

Family labels ursnif  nymaim  cerber

Do you want to automate checks?




DETECTION DETAILS

(" Reanalyze = Similar ~~  Mome

S4abaldeetal1526ac3ad4leabidbabiIedaic26e6aldc0T2f45T49d b1 fel

Pedals.cue 323.00 KB

159

1 month ago 33

peeae spreader  checks:network-adapters  detect-debug-ervironment  long-sleeps  suspicious-dns  nuntime-modules  malware  dimect-cpu-dlock-atcess  viador  persistence

v 016-2560 cve- 0050446  Cwe-2015-1739  eqploit

RELATIONS BEHAVIOR COMMUNITY = 28+

our Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Popular threat label

Security vendors' analysis (7
AhnLab-V3

AliClowd

Antiy-AVL

Arctic Wolf

AVG

BitDefender

CrowdStrike Falcon

Cynet

Picture 3.

DETECTION DETAILS

Threat categories trofan  dopper Family labels outwail  wigon

Alibaba

AlYac

Arcabit

Avira (no cloud)

Blkav Pro

CTX

Deeplnstinct

usn

Do you want to automate checks?

C Reanalyze = Similar -+  More

0931537889c35226d00ed26962ecach1405213942 T9eb2ade Ted2afcflarziz 2
gerv.gun[4].octet-stream 236.00 KB

peexe direct-cpu-clock-access  checks-user-input  idle  runtime-modules

RELATIONS BEHAVIOR COMMUNITY 20

Join our Community and enjoy additional community insights and crowdsourced detections, plus an AF1 key to automate checks.

Popular threat label

Security vendors' analysis ()

AhnLab-V3

AliCloud

Arcabit

Avast

Avira (no cloud)

Bkav Pro

CTX

Deeplnstinct

Elastic

eScan

Threat categories  trojan banker  ransomware Family labels shiotob  jaik

Arctic Wolf

AVG

BitDefender

CrowdStrike Falcon

Cynet

Driveb

Emsisoft

Fortinet

2%

13 hours ago

bebloh

Do you want to automate checks?




Tools

Used tools in a list:

Wireshark

Security Onion

Kibana

Virustotal

Canva

ChatGPT(Summarize text and analyze alert messages)
AbuseDB

SSL Blacklist

JJ,JO



