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Capstone  

Challenge 1: 

What is the password of Bob Smith's account? Answer: ”password”, username 

”smithy” 

What is the name of file with the code? My_passwords.txt 

What is the message contained in the file? Enter the code that you find in the file. 

Congratulations!   

You found the flag for Challenge 1!   

The code for this challenge is 8748wf8J. 

What are five remediation methods for preventing SQL injection exploits? 

- Using prepared statements 

- Error handling 

- Input validation 

- Stored procedures 

- Least(or restrict) priviledges for database permissions.  

 

Challenge 2: 

Which directories can be accessed through a web browser to list the files and 

subdirectories that they contain? /config/ , /docs/, /external/ 

I just add a sc here: 

 

In which two subdirectories can you look for the file? 

Answer here is /config/ and /external/. They were listed as potentially interesting 

directorys. 
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Step 4: Answer: First i would disable directory listing in config and second adding a 
index.html to each folder. 

Challenge 3: 

Step 1: 

 

Host here was 10.5.5.14. Other hosts were closed. I used basic nmap scan with port 
139 and 445 as parameters. 

Step 2: 

What shares are listed on the SMB server? Which ones are accessible without a 

valid user login? 

- Homes 
- Workfiles 
- Print@ 
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- IPC$ 

These were accessible without user login: workfiles and print$ 

 

Step 3: Investigate each shared directory to find the file. 
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In which share is the file found? Print$ 

What is the name of the file with Challenge 3 code? Sxij42.txt 

Enter the code for Challenge 3 below: NWs39691 

I searched for a while for this flag. I found the flag from “Printer Drivers” and there was 
one subdirectory(?) called “OTHER” so i had to check that out. I downloaded the .txt file 
to kali on used cat-command to reveal its content! 

Step 4: Research and propose SMB attack remediation. 

What are two remediation methods for preventing SMB servers from being 

accessed? 
- Disable Smbv1 
- Use strong authentication and access control(install security updates regulary) 

 

Challenge 4:  

Step1: 

What is the IP address of the target computer? 10.5.5.11 

What directories on the target are revealed in the PCAP? 

- /test/ 

- /data/ 

- /includes/ 

- /passwords/ 

Step 2: Use a web browser to display the contents of the directories on the target 

computer. 

Use a web browser to investigate the URLs listed in the Wireshark output. Find the 

file with the code for Challenge 4. 

What is the URL of the file? 10.5.5.11/data/user_accounts.xml 

What is the content of the file? Various usernames and passwords! 

What is the code for Challenge 4? 21z-1478K 
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Step 3 

What are two remediation methods that can prevent unauthorized persons from 

viewing the content of the files? Encryption protocols and maybe VPN? HTTPS 

insted of HTTP... 
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