Active Information Gathering Lab

Objective:

The task was to conduct active reconnaissance to identify information a malicious

actor could obtain about a target system.

Scenario:

A department seeks to improve its cybersecurity. As a penetration tester, your role is to

assess potential risks through active information gathering.

Scope:

e Target: ctf.wpk.tpu.fiandits publiclP.

Public IP range: 195.148.56.130-190.

Tools & Methods:

e Scanning & Enumeration: nmap, curl, wget, SSL tools.

e Vulnerability Assessment: nikto, zap, GVM, and other suitable tools.

Ethical Considerations: Avoid disruptive methods (e.g., brute force).

This lab builds on previous reconnaissance work and focuses on structured, ethical

penetration testing techniques.

Target IP Hosthname Tool oS Port/ Service Version | Vulnerability
193.167.167.56 | ctf.wpk.tpu.fi Nmap- | Linux 443/tcp, https Apache CVE 2011-
script 3192
193.167.167.56 | ctf.wpk.tpu.fi ZAP Linux JS library Bootsrap | CVE-2024-
4.3.1 6531
195.148.56.130 | ulkodns.wpk.tpu.fi | Nmap- Ftp helper Firewall
script bypass
through ftp
helper
195.148.56.189 | vpn.wpk.tpu.fi Nmap- 1723/pptp Pptpis
script heavily
obsolete
method
193.167.167.56 | ctf.wpk.tpu.fi Nmap-  Ubuntu | 80/http,443/ssl/http | nginx Obsolete
sript 1.14.0 version of the
nginx / CVE-

2018-16844
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