Lab03
Objectives

e Learn hacking
e |Learn about metadata and hidden data
e |Learnto use exploitation tools

Scenario

This lab challenged us to think outside the box. We were given a defined scope, but we really had to adopt
a hacker mindset—exploring creative solutions, questioning assumptions, and approaching problems
with an open mind.
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In the scope, | found a . jpg picture, so | used ExifTool to examine what was behind it. | discovered a

comment that looked really interesting—possibly a passphrase. The next step was to use a tool called
Steghide. | assumed Steghide had found something since it prompted for a passphrase. So, | used the
comment found with ExifTool.
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The passphrase was correct and revealed some information for the next tasks. So, | began searching for
users who might have accessed the scope’s servers. | found them using Nmap and one of Nmap’s HTTP-
related scripts! | took those four users and saved them into a .txt file.

80,443 ctf.wpk.tpu.fi

Starting Nmap 7.95 ( https://nmap.org ) at 2025-02-20 12:58 EST
Nmap an report for ctf.wpk.tpu.fi (193.167.167.56)

ost is up (0.0017s latency).

Ir'DNS record for 193.167.167.56: pcl67-56.guest.tpu.fi

PORT STATE SERVICE
30/tcp open http
| _http-comments-displayer: Couldn't find any comments.
| http-method
|_  Supported Methods: GET HEAD POST OPTIONS
43/tcp open https
| http-methods:
Supported Methods: GET HEAD
| http-comments-displayer:
| Spidering limited to: maxdepth=3; maxpagecount=20; withinhost=ctf.wpk.tpu.fi

Path: https ctf.wpk.tpu.fi:443/
Line number
Comment :
| ¢!— Tested with users huilailee, tooberts, despell and lara —

Nmap done: 1 IP address (1 host up) scanned in 22.

The next step was to find some secret files on the website. This was done using Ffuf. | found one— . pdf
file called top-secret! The PDF contained a Base64-encoded text. | used echo to decode and find out
what the text was. As the text revealed, there were four names. | entered them into the permutation tool
and saved the generated strings into another .txt file.

The next task was to find an IP camera within the scope. After locating the camera, the next step was to
determine which authentication service it was using.
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The last task here was to use Nmap with a suitable script to attack the camera’s authentication using the
previously created .txt files. However, since Nmap did not work properly for this task (at least for me), |
used Hydra instead. | successfully cracked the username and password for the IP camera’s
authentication, as shown in the picture.
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After a successful "attack," | gained access to the target's IP camera.
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