Lab07 Exploitation

Objective

e Exploiting a previously found vulnerability using different methods
e Establish an unauthorized remote connection to the target system with root
priviledges using different tools and methods.

Tools

e Ethical Hacker VM
Python
Metasploit

e Nmap
Netcat

Step 1.Background

Previous lab(06) and its information!

Step2. Exploit code

This step began with searchsploit. | searched a service name for the possible exploits. |
found the required two suitable exploits. | encounter an error message, mainly because
the exploit code was outdated or was written incorrectly.

The second task involved modifying an exploit code. We were provided with a Python
script and had to adjust the original exploit code to match the given script while
ensuring it worked correctly.
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Step 3. Exploitation
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This step was done with nmap and netcat. | run the now modified exploit code with
python and trickered the vulnerability on port 6200 for remote access.

| used nmap to ensure that the port 6200 was open and exploited it with netcat(left
terminal).
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Step4. Another Exploitation Method

The modified exploit code sends to parameters to the server. First i verified that the port
6200 was closed on the target.

After that i used native tool, ftp-command, to manually connect to the service and
provided the two parameters i identified from the exploit code.

The trick here was simple. VSFTPD 2.3.4 is a critical ftp server version that contains a
backdoor vulnerability. The backdoor is triggered when a client (or in this case a
malicious actor which is myself ) sends a smiley face as part of the login username.



Step 5. Metasploit Console

The final step was to exploit the same vulnerability using Metasploit. After successfully
configuring the appropriate module, | launched the exploit and gained remote shell
access to the target system. This confirmed that i had an unauthorized connection to
the target. See the pictures below, | wanted them to be as large as possible for easier
visibility.
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Metasploit tip: View missing module options with

Metasploit Documentation: https://docs.metasploit.com/
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