Lab19 Physical Penetration Testing Tools
Scope

- To deploy a physical hacking tool in another lab room and use it to remotely
exploit in the target network.

- Hakb tools: | chose Shark Jack for this lab!
- Hakb C2 server
- Payloads for the Shark Jack

Task 1. Choosing a device:

| chose Shark Jack.



Step 2. Choosing a payload and setting up the device:

Configuration



Ethernet adapter Ethernet:

Connection—-specific DNS Suffix . : lan

Link-local IPv6 Address . . . . . : fe80::79a9:f392:1fab:6948%9
IPvl Address. . . . . . . . . . . : 172.16.24.202

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : 172.16.24.1

BusyBox v1.28.4 () built-in shell (ash)

k:~# cd payload

k:~/payload# ls
payvload.sh

k:~/payload#

Payload thati used:

Final step was the succesfull attack:



Host is up (-0.20s latency).

MAC Address: 00:13:3B:50:AE:30 (Speed Dragon Multimedia Limited)
Nmap scan report for 172.25.21.34

Host is up (-0.20s latency).

MAC Address: 00:D8:61:F3:43:29 (Unknown)
Nmap scan report for 172.25.21.35

Host is up (-0.20s latency).

MAC Address: D8:BB:C1:ED:DB:8B (Unknown)
Nmap scan report for 172.25.21.37

Host is up (-0.20s latency).

MAC Address: 2C:F@:5D:4F:97:F7 (Unknown)
Nmap scan report for 172.25.21.38

Host is up (-0.20s latency).

MAC Address: D8:BB:C1:ED:DA:A3 (Unknown)
Nmap scan report for 172.25.21.99

Host is up (0.00043s latency).

MAC Address: D8:BB:C1:ED:D9:00 (Unknown)
Nmap scan report for 172.25.21.106

Host is up (-0.20s latency).

MAC Address: 2C:F@:5D:BC:7E:74 (Unknown)
Nmap scan report for 172.25.21.111

Host is up (0.00098s latency).

MAC Address: D8:BB:C1:ED:DB:40 (Unknown)
Nmap scan report for 172.25.21.113

Host is up (0.80025s latency).

MAC Address: 00:D8:61:F4:98:A5 (Unknown)
Nmap scan report for 172.25.21.114

Host is up (0.80051s latency).

MAC Address: 00:D8:61:F3:43:2E (Unknown)
Nmap scan report for 172.25.21.116

Host is up (0.0012s latency).

MAC Address: D8:BB:C1:ED:DA:A7 (Unknown)
Nmap scan report for 172.25.21.251

Host is up (-0.20s latency).

MAC Address: CC:EF:U8:8C:2E:CB (Cisco Systems)
Nmap scan report for 172.25.21.252

Host is up (0.008Us latency).

MAC Address: FC:5B:39:Fu4:73:E8 (Cisco Systems)
Nmap scan report for 172.25.21.130

Host is up.

# Nmap done at Thu Apr 10 ©5:31:38 2025 -— 256 IP addresses (29 hosts up) scanned in 9.39 seconds




